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Abstract intended target of general purpose OSes. Raw sockets,
the Berkeley Packet Filter [12] (BPF), the AFOCKET
' family, and equivalent APIs have been used to build all
N Wrts of network monitors, traffic generators, and generic
routing systems. Performance, however, is not adequate
the millions of packets per secongpg that can be
%resent on 110 Gbit/s links. In search of better per-
formance, some systems (see Section 3) either run com-
In building netmap we identified and successfully re- Zﬁzf;yrlgtwsrte;&ilf( (i)rybggsszi:\getggvll\f Iecfi”ég\': ; ngze

duced or removed three main packet processing COSt?ures to user space applications. Efficient as they may

per—rl)lack?t dynamic me.‘moryt aIIoca|t||ons, r:emdoved bybe, many of these approaches depend on specific hard-
preafiocaling resources, system call overneads, amofy, o features, give unprotected access to hardware, or
tized over large batches; and memory copies, elimi-

> re poorly integrated with the existing OS primitives.
nated by sharing buffers and metadata between kerngl poorly g gbop
X . . . The netmapframework presented in this paper com-
and userspace, while still protecting access to device regBi

. nes and extends some of the ideas presented in the
isters and other kernel memory areas. Separately, some . . . : .
. ; ast trying to address their shortcomings. Besides giv-
of these techniques have been used in the past. The noy- .
. . ing huge speed improvementgtmapdoes not depend
elty in our proposal is not only that we exceed the perfor-

mance of most of previous work, but also that we provideOn specific hardwaehas been fully integratedin the OS

. o . ) o (FreeBSD) with minimal modifications, and supports un-
an architecture that is tightly integrated with existing op e . T
) oo ) o modified libpcap clients, through a compatibility library.
erating system primitives, not tied to specific hardware,

o One metric to evaluate our framework is performance:
and easy to use and maintain. in our implementation, moving one packet between the
netmaphas been implemented in FreeBSD for sev- P ’ g P

eral 1 and 10 Gbit/s network adapters. In our prototypeere and the userspace z.;\ppl|cat|on takes less than 70
. ; . "CPU clock cycles, which is at least one order of mag-
a single core running at 900 MHz can send or receive

14.88 Mpps (the peak packet rate on 10 Gbit/s Iinks)nitude faster than standard APIs. In other words, a sin-
This is more than 20 times faster than conventional APIsgle core running at 900 MHz can source or sink the
. 14.88 Mpps achievable on a 10 Gbit/s link. The same

Large speedups (5x and more) are also achieved on user- ! : :
) ; o core running at 150 MHz is well above the capacity of a

space Click and other packet forwarding applications us-

) . o ) 1 Gbit/s link.
ing a libpcap emulation library running on topreétmap Other, equally important, metrics are safety of op-

eration and ease of usenetmapclients cannot possi-
1 Introduction bly crash the system, because device registers and crit-
ical kernel memory regions are not exposed to clients,
General purpose OS provide a rich and flexible environyng they cannot inject bogus memory pointers in the

ment for running, among others, many packet processingernel (these are often vulnerabilities of schemes based
and network monitoring and testing tasks. The high rate

raw packet I/0 required by these applications is not the Inetmapcan give isolation even without hardware mechanisms such
as IOMMU or VMDq, and is orthogonal to hardware offloading and
*This work was funded by the EU FP7 project CHANGE (257422). virtualization mechanisms (checksum, TSO, LRO, VMDc,)etc.

Many applications (routers, traffic monitors, firewalls

very fast links. In this paper we presergtmap a novel
framework that enables commodity operating system
to handle the millions of packets per seconds traversin
1..10 Gbit/s links, without requiring custom hardware or
changes to applications.




Hardware Operating system

the CPU of these events. On the transmit side, the NIC

: regi rin N m 1 i
Nicregisters  Nicring | Buffers bufs expects the OS to fill buffers with data to be sent. The
- ~adds request to send new packets is issued by writing into the
| registers of the NIC, which in turn starts sending packets
9 ap

I marked as available in the TX ring.

At high packet rates, interrupt processing can be ex-
pensive and possibly lead to the so-called “receive live-
S N J lock” [14], or inability to perform any useful work above

a certain load. Polling device drivers [8, 14, 16] and

Figure 1: Typical NIC’s data structures and their relationthe hardware interrupt mitigation implemented in recent
with the OS data structures. NICs solve this problem.

Some high speed NICs support multiple transmit and

. receive rings. This helps spreading the load on multi-

on shared memory). At the same timegtmapuses ple CPU cores, eases on-NIC traffic filtering, and helps

an extremely S'mple data mode| Wel! suited to Zero'decoupling virtual machines sharing the same hardware.
copy packet forwarding; supports multi-queue adapters;

and uses standard system ca#islfect () /po11()) for
event notification. All this makes it very easy to portex- 2.2 Kernel and user APIs

isting applications to the new mechanism, and to write L . )
new ones that make effective use of tremapAPI. The OS maintains shadow copies of the NIC's data

The rest of the paper is structured as follows. gecStructures.  Buffers are linked to OS-specific, device-

tion 2 completes the discussion of the motivations forlndependent containergtfufs [18] or equivalent siruc-

this work, and gives some background on how networkture_s such askbufs andldisPackets). These contain-
&rs include large amounts of metadata about each packet:

adapters are normally managed in operating systems.. ST )
Section 3 presents related work, illustrating some of theiZ€, source or destination interface, and attributes and
techniques thatetmagintegrates :':md extends. Section 4 command/status bits to indicate how the buffers should
describesnetmapin detail, Performance data are pre- be processed by the NIC and the OS.

sented in Section 5. Finally, Section 6 discusses opera _Dr|ver/ %Sth Tges softwl?re mterfac?hbftweintdgwge th
issues and our plans for future work. fivers and the usually assumes that packets, in bo

directions, can be split into an arbitrary number of frag-
ments, so both the device drivers and the host stack must
2 Motivations and background be prepared to handle the fragmentation. The same API
also expects that subsystems may retain packets for de-
There has always been interest in using general purferred processing, hence buffers and metadata cannot be
pose hardware and Operating Systems to run applicasimply passed by reference during function calls, but
tions such as software switches [13], routers [6, 4, 5]they must be copied or reference-counted. This flexi-
firewalls, traffic monitors, intrusion detection systems, o bility is paid with a significant (and often unnecessary)
traffic generators. While providing a convenient develop-overhead at runtime.
ment and runtime environment, such OSes normally do These API contracts, perhaps appropriate 20-30 years
not offer efficient mechanisms to access raw packet datago when they were designed, are extremely inadequate
at high packet rates. Thus, the focus of this paper is tdor today’s systems. The cost of allocating, manag-
address this limitation. ing and navigating through buffer chains often exceeds
that of linearizing their content, even when producers
do indeed generate fragmented packets (e.g. TCP when
prepending headers to data from the socket buffers).
Network adapters (NICs) normally manage incoming Raw packet I/O: The standard APIs to read/write raw
and outgoing packets through circular queugsgy) of  packets for user programs require at least one memory
buffer descriptors, as in Figure 1. Each slot in the ringcopy to move data and metadata between kernel and user
contains the length and physical address of the bufferspace, and one system call per packet (or, in the best
CPU-accessible registers in the NIC indicate the portiorcases, per batch of packets). Typical approaches involve
of the ring available for transmission or reception. opening a socket, or a Berkeley Packet Filter [12] device,
On reception, incoming packets are stored in the nexaind doing regular I/O through it usingad () /write ()
available buffer (possibly split in multiple fragments), or specializedioct1 () functions. System calls are the
and length/status information is written back to the slotdominant source of overhead in these APIs.
to indicate the availability of new data. Interrupts notify  In summary, the result of these hardware and soft-

2.1 NIC data structures and operation



ware architectures is that most systems barely reachisms such as IOMMUSs), and a misbehaving client can

0.5..1 Mpps per core from userspace, and even remairpotentially trash data anywhere in the system.

ing in the kernel yields only modest speed improvements, UIO-IXGBE [9] implements exactly what we have de-

usually within a factor of 2. scribed above: buffers, hardware rings and NIC registers

(see Figure 1) are directly accessible to user programs,

with obvious risks for the stability of the system.
PFERING [2] exports to userspace clients a shared

It is useful at this point to present some techniques proMemory region containing a ring of pre-allocated packet
posed in the literature, or used in commercial systems, thuffers. The kernel is in charge of copying data between
improve packet processing speeds. This will be instruSkbufs and the shared buffers, so the system is safe and
mental in understanding their advantages and limitationg© driver modifications are needed. This approach amor-
and how ounetmapiramework can make use of them. tizes the system call costs over batches of packets, but re-
Socket APIs The Berkeley Packet Filter, or BPF [12], tains the data copy and skbuf manageme_nt overhead. An
is one of the most popular systems for direct access t§velution of PERING called DNA [3] avoids the copy
raw packet data. BPF taps into the data path of a nef?®cause the memory mapped ring buffers are directly ac-
work device driver, and dispatches a copy of each sent ofeSSed by the NIC. Same as UIO-IXGBE, DNA clients
received packet to a file descriptor, from which userspac&@ve direct access to the NIC's registers and rings.
processes can read or write. Linux has a similar mech- The PacketShader [S] I/O engine (PSIOE) is one of
anism through the ARPACKET socket family. BPF can the closest relatives to our proposals. PSIOE uses a
coexist with regular traffic from/to the system, but usu-Custom device driver that replaces the skbuf-based API
ally BPF clients need to put the card in promiscuousWith @ simpler one, using preallocated buffers. Cus-
mode, causing large amounts of traffic to be deliveredom ioct1()s are used to synchronize the kernel with
to the host stack (and immediately dropped). userspace applications, and multiple packets are passed
Packet filter hooks ~ Netgraph (FreeBSD), Netfil- Up and down through a memory area shared between
ter (Linux), Ndis Miniport drivers (Windows) are in- the kern_eI and the application. The kernel is in charge
kernel mechanisms used when packet duplication (as iff coPying packet data between the shared memory
BPF) is not necessary, or the application (e.g. a fire&nd packet buffers. Unlikeetmap PSIOE only sup-
wall, or an IDS) manipulates traffic as part of a packetPOrts one specific network card, and does not support
processing chain. These hooks permit to intercept trafselect )/poll(), requiring modifications to applica-
fic from/to the driver and pass it to processing modulegions in order to let them use the new API.
without additional data copies. Note however that even Hardware solutions: Some hardware has been de-
the packet filter hooks rely on the standard mbuf/skbufigned specifically to support high speed packet cap-
based packet representation, so the cost of metadata maif€, or possibly generation, together with special fea-
agement (Section 2.2) still remains. Netslice [11] is antures such as timestamping, filtering, forwarding. Usu-
example of a system that uses the netfilter hooks to ex@lly these cards come with custom device drivers and
port traffic to userspace processes through a suitable ke¥ser libraries to access the hardware. As an example,
nel module. DAG [1, 7] cards are FPGA-based devices for wire-rate
Direct buffer access One easy way to remove the Packet capture and precise timestamping, using fast on-
data copies involved in the kernel-userland transition ig20ard memory for the capture buffers (at the time, the
to run the application code directly within the kernel. /O bus was unable to sustain line rate). NetFPGA [10]
Systems based on kernel-mode Click [8, 4] follow thisiS another example of an FPGA-based card where the
approach. Click permits an easy construction of packefirmware of the card can be programmed to implement
processing chains through the composition of modulessPecific functions directly in the NIC, offloading the
some of which support fast access to the NIC (evernain CPU from some work.
though they retain an skbuf-based packet representation).
The kernel enyironment is much more constrained3 1 Unrelated work
than the one available in user space, so a number of re-
cent proposals try a different approach: instead of runA lot of commercial interest, in high speed network-
ning the application in the kernel, they remove the systening, goes to TCP acceleration and hardware virtualiza-
call overhead by exposing NIC registers and data struction, so it is important to clarify whereetmapstands
tures to user space. This approach generally requireis this respect.netmapis a framework to reduce the
modified device drivers, and poses some risks at runtime;ost of moving traffic between the hardware and the
because the NIC’'s DMA engine can write to arbitrary host stack Popular hardware features related to TCP
memory addresses (unless limited by hardware mechacceleration, such as hardware checksumming or even

3 Related (and unrelated) work



address the communication with the device. Similarly or- netmap API

encryption, Tx Segmentation Offloading, Large Receive N

. . Application
Offloading, are completely orthogonal to our proposal:
they reduce some processing in the host stack but do not

thogonal are the features relates to virtualization, ssch a netmap

support for multiple hardware queues and the ability to rings

assign traffic to specific queues (VMDq) and/or queues T \

to specific virtual machines (VMDc, SR-IOV). We ex- l 322{( I

pect to runnetmapwithin virtual machines, although it .

might be worthwhile (but not the focus of this paper) NIC rings

to explore how the ideas used metmapcould be used

within a hypervisor to help the virtualization of network network adapter

hardware.

4 Netmap Figure 2: In netmap mode, the NIC rings are discon-

nected from the host network stack, and exchange pack-

The previous survey shows that most related proposal8ts through the netmap API. Two additional netmap rings

have identified, and tried to remove, the following high let the application talk to the host stack.

cost operations in packet processing: data copying, meta-

data management, and system call overhead. ( netmapll hetmap rings | Fors-maes
Our framework, calledietmapis a system to give user ring_ofs(] f our /'IZ:_I*_:: H_m

space applications very fast access to network packets, — Tiags B

™\ NIC ring

both on the receive and the transmit side, and including
those from/to the host stack. Efficiency does not come at
the expense of safety of operation: potentially dangerous
actions such as programming the NIC are validated by
the OS, which also enforces memory protection. Also, a
distinctive feature ohetmaps the attempt to design and _ Shared memory region )
implement an API that is simple to use, tightly integrated
with existing OS mechanisms, and not tied to a specificrigure 3: User view of the shared memory area exported
device or hardware features. by netmap.

netmapachieves its high performance through several
techniques:

At a very high level, when a program requests to put
¢ alightweight metadata representation which is com-zn interface innetmapmode, the NIC is partially dis-
pact, easy to use, and hides device-specific feagonnected (see Figure 2) from the host protocol stack.
tures. Also, the representation supports processinghe program gains the ability to exchange packets with
of large number of packets in each system call, thughe NIC and (separately) with the host stack, through
amortizing Its cost; circular queues of buffermétmap ringy implemented
n shared memory. Traditional OS primitives such as
elect () /poll() are used for synchronization. Apart
rom the disconnection in the data path, the operating
system is unaware of the change so it still continues to
e removal of data-copy costs by granting applicationsuse and manage the interface as during regular operation.
direct, protected access to the packet buffers. The
same mechanism also supports zero-copy transfe
of packets between interfaces; ﬂ'l Data structures

e linear, fixed size packet buffers that are preallocated
when the device is opened, thus saving the cost o
per-packet allocations and deallocations;

The key component in theetmaparchitecture is the set

of data structures represented in Figure 3. These are de-
signed to support efficiently following features: 1) re-
Overall, we use each part of the system for the task it iluced/amortized per-packet overheads; 2) efficient for-
best suited to: the NIC to move data quickly between thewvarding between interfaces; 3) efficient communication
network and memory, and the OS to enforce protectiorbetween the NIC and the host stack; and 4) support for
and provide support for synchronization. multi-queue adapters and multi core systems.

e support of useful hardware features (such as multi
ple hardware queues).



netmapsupports these features by associating, to each Finally, a netmapif contains read-only information
interface, three types of user-visible objects, shown indescribing the interface, such as the number of rings
Figure 3:packet buffersnetmap ringsandnetmapif de- and an array with the memory offsets between the
scriptors. All objects for all netmap-enabled interfacesi netmap_if and each netmap ring associated to the in-
the system reside in one large memory region, allocatetkerface (once again, offsets are used to make addressing
by the kernel in a non-pageable area, and shared by aflosition-independent).
user processes. The use of a single buffer pool is just
for convenience and not a strict requirement of the archi- ]
tecture. With little effort and almost negligible runtime 4-1.1 Data ownership and access rules
overhead we can easily modify the API to have separat
memory regions for different interfaces, or even intro-
duce shadow copies of the data structures to reduce da
sharing.

Since the memory region is mapped by processes ané
kernel threads in different virtual address spaces, an
memory reference contained in that region mustrese
anvg_add_resses, so that pointers can be calpulated in %rrupt, never touches a netmap ring.
position-independent way. The solution to this problem

. . Packet buffers betweesur and cur+avail-1 are
is to implement references as offsets between the parerg&Nned by the userspace application. whereas the remain
and child data structures. Y P bp K

Packet bufferfiave fixed-size (2 Kbytes in the current ing buffers are owned by the kernel. The boundaries be-

implementation) and are shared by the NICs and usetrween these two regions are updated during system calls.

processes. Each buffer is identified by a unigquaex

which can be easily translated into a yirtual addr_ess by, 2 The netmap AP

user processes or by the kernel, and into a physical ad-

dress used by the NIC’'s DMA engines. Buffers for all Programs put an interface metmapmode by opening
netmap rings are preallocated when the interface is puhe special devicgdev/netmap and issuing an

into netmap mode, so that during network 1/O there is ioctl(.., NIOCREG, arg)

never the need to allocate memory, or a risk to run oubn the file descriptor. The argument contains the inter-
of resources. The metadata describing the buffer (indeXace name, and optionally the indication of which rings
data length, some flags) are stored istotswhich are  we want to control through this file descriptor (see Sec-
part of the netmap rings described next. Each buffer ision 4.2.2). On success, the function returns the size of
referenced by a netmap ring and by the correspondinghe shared memory region where all data structures are
hardware ring. located, and the offset of theetmap_if within the re-

A netmap ringis a device-independent replica of the gion. The shared memory region can be mapped in the
circular queue implemented by the NIC, and includes: process’ address space usingthep () system call.

Once the file descriptor is associated to an interface,
two moreioctl () s support the transmission and recep-
e cur, the index of the current read or write position tion of packets. In particular, transmissions require the

in the ring; program to fill up toavail buffers in the TX ring, start-

ing from slotcur (packet lengths are written to then
e avail, the number of available buffers, represent-field of the slot), and then issue an
ing received packets in RX rings, or empty slots in ioctl(.., NIOCTXSYNC)
TXrings; to tell the system that there are new packets to transmit.
o ) . This system call passes the information to the kernel,
e flags, to indicate special conditions such as empty ;.4 on return it updates therail field in the netmap

TXring or errors; ring, reporting slots that have become available due to

e buf_ofs, the offset between the ring and the begin-the completlon of prewous transmlssmns: _
ning of the array of (fixed-size) packet buffers; On the receive side, programs should first issue an
ioctl(.., NIOCRXSYNC)

e slots[], an array withring_size entries. Each to ask the system how many packets are available for
slot contains the index of the corresponding packeteading; then their lengths and payload are immediately
buffer, the length of the packet, and some flags usedvailable through the content of the slots (starting from
to request special operations on the buffer. cur) in the netmap ring.

The netmapdata structures are shared between the ker-
el and userspace, but the ownership of the various data
feas is well defined, so that there are no races. In partic-
lar, thenetmapring is always owned by the userspace
pplication except during the execution of a system call,
When it is updated by the upper half of the kernel. The
lower half of the kernel, which may be called by an in-

e ring size, the number of slots in the ring;



Both NIOC*SYNC ioct1()s are non blocking, in- 4.2.3 Talking to the host stack
volve no data copying (except from the synchronization » ) .
of the slots in the netmap and hardware rings), and caf! addition to the netmap rings associated to the hard-
deal with multiple packets at once. These features aré/@'€ 'ng pairrs, each interface metmapmode exports
essential to reduce the per-packet overhead to very smaif? additional ring pair, used to handle packets to/from

values. The in-kernel part of these system calls does th€ N0st stack. A file descriptor can be associated to
following: the “host stack” netmap rings using a special value

for the ring_id field in the NIOCREG call. In this
« locates the interface and rings involved, using a pri-mode, NIOCTXSYNC encapsulates buffers into mbufs
vate kernel copy of theetmap_if which cannotbe ~and then passes them to the host stack. Packets com-
modified by user processes; ing from the host stack are instead copied to the buffers
in the netmap rings so that subsequent NIOCRXSYNC
« validates thecur field and the content of the slots Will reportthem as “received” packets.
involved (lengths and buffer indexes, both in the Note that the network stack in the OS believes it
netmap and hardware rings); has full control and access to a network interface even
when this operates in netmap mode. As a consequence,
e synchronizes the content of the slots between thédt will happily try to communicate over that interface
netmap and the hardware rings, and issues comwith external systems. It is then a responsibility of the
mands to the NIC to advertise new packets to sendietmap client to make sure that packets are properly

or newly receive buffers; passed between the rings connected to the host stack and
those connected to the NIC. Implementing this feature is
e updates thavail field in the netmap ring. straightforward, possibly even using the zero-copy tech-

nique shown in Section 4.5. This is also an ideal oppor-
The amount of work in the kernel is minimal, and the tunity to implement functions such as firewalls, traffic
checks performed make sure that any value written to thehapers and NAT boxes, which are normally attached to
shared data structure cannot cause system crashes. packet filter hooks.

4.2.1 Blocking primitives 4.3 Safety considerations

Blocking I/0 is supported through theelect () and  The sharing of memory between the kernel and the mul-
poll() system calls. Netmap file descriptors can betiple user processes who can op&tev/netmap poses
passed to these functions, and are reported as ready (walkie question of what safety implications exist in the us-
ing up the caller) wheravail > 0. Before returning age ofnetmap

from aselect () /poll(), the system updates the sta- Processes usingetmap even if misbehavingcan-

tus of the rings, same as in the NIOC*SYNC ioctls. This not cause the kernel to crashnlike many other high-
way, applications spinning on an eventloop require onlyperformance packet 1/0 systems (e.g. UIO-IXGBE,
one system call per iteration. PF.RING-DNA, in-kernel Click). In fact, the shared
memory area does not contain critical kernel memory
regions, and buffer indexes and lengths are always val-
idated by the kernel before being used.

For cards with multiple ring pairs, file descriptors (and A misbehaving process can however corrupt someone
the relatedioct1 () andpol1()) can be configured in el_se’s netmap rings or packet buffers. The easy cure.for
one of two modes, chosen through theng_id field this problgm is to !mplement a separate memory region
in the argument of the NIOCRE®@oct1(). In the de- for each ring, so clients cannot mterfere. This is straight
fault mode, the file descriptor controls all rings, causingforward in case of hardware multiqueues, and can be
the kernel to check for available buffers on any of theSimulated in software without data copies when the num-
rings. In the alternate mode, a file descriptor is associPer Of clients exceeds the number of queues. These solu-
ated to a single TX/RX ring pair. This allows multiple tions will be explored in future work.

threads/processes to create separate file descriptads, bin

them to differgnt ring pairs, and to operate independe.ntl)@r_4 Example of use

on the card without interference or need for synchroniza-

tion. Binding a thread to a specific core just requires aThe real-life example below (which is the core of the
standard OS system cafietaffinity (), without the  packet generator used in Section 5) shows the simplic-
need of any new mechanism. ity of use of thenetmapAPI. Apart from a few macros

4.2.2 Multi-queue interfaces



used to navigate through the data structures in the shared

memory region, netmap clients do not need any library;™ peap_inject (pcap_t *p, void *buf, size_t size)
to use the system, and the code is extremely compact andint si, idx;

readable. for (si = p->begin; si < p->end; si++) {

struct netmap_ring *ring = NETMAP_TXRING(p->nifp, si);
fds.fd = open("/dev/netmap", O_RDWR);

strcpy (nmr.nm_name, "ix0"); if (ring->avail == 0)
ioctl(fds.fd, NIOCREG, &nmr); continue;
p= mmap (0, nmr.memsize, fds.fd); idx = ring->slot[ring->cur].buf_idx;
nifp = NETMAP_IF(p, nmr.offset); bcopy (buf, NETMAP_BUF (ring, idx), size);
fds.events = POLLOUT; ring->cur = NETMAP_RING_NEXT(ring, ring->cur);
for (5;) { ring->avail--;
poll(fds, 1, -1); return size;
for (r = 0; r < nmr.num_queues; r++) { 3}
ring = NETMAP_TXRING(nifp, r); return -1;
while (ring->avail-- > 0) { }
i = ring->cur;
buf = NETMAP_BUF(ring, ring->slot[i].buf_index); int pcap_dispatch(pcap_t *p, int cnt,
. store the payload into buf ... pcap_handler callback, u_char *user)
ring->slot[i].len = ... // set packet length
ring->cur = NETMAP_NEXT(ring, i); int si, ret = 0;
}
} for (si =p->begin; si < p->end; si++) {
} struct netmap_ring *ring = NETMAP_RXRING(p->nifp, si);
while ((cnt == -1 || ret != cnt) && ring->avail > 0) {
4.5 Zero-copy packet forwarding In¢ 1 = ringowr; ,
int idx = ring->slot[i].buf_idx;
Having all buffers for all interfaces in the same memory p->hdr.len = p->hdr.caplen = ring->slot[il.len;
area permits zero-copy packet forwarding between inter- ~ callback(user, &p->hdr, NETMAP_BUF(ring, idx));

. . . ing-> = NETMAP_RING_NEXT(ring, i);
faces in a very simple way. It suffices to swap the buffers — Jinesovaii--; e 2

indexes between the receive slot on the incoming inter- Tettt;

face and the transmit slot on the outgoing interface, and 4 d

update the length and flags fields accordingly. The swap return ret;

at the same time enqueues the packet on the output inter-

face, and replenishes the input ring with an empty buffer

without the need of resorting to a memory allocator. The4,7 |mp|ementation

relevant code is below: ) )
In the design and developmentmétmap a fair amount

of work has been put into making the system maintain-

src = &src_nifp->slot[i]; /* locate src and dst slots */

dst = &dst_nifp->slot[j]l; able and performant. The current version, included in
é* Snap the matters */ FreeBSD, consists of about 2000 lines of code for sys-
mp = sSt—. ul_lndex; . . .
ds€_>buf_index = src->buf_index; tem call (ioctl, select/poll) and driver support. There is
jﬁ°‘>§“:—ifl‘dext; e y no need for a userspace library: a small C header (200
u] ate en, an ags . .
otooton = srosslens lines) defines all the structures, prototypes and macros
/* tell kernel to update addresses in the NIC rings */ used bynetmam"ents_

dst->flags = src->flags = BUF_CHANGED; . . . . .
) To keep device drivers modifications small (a must, if

we want the API to be implemented on new hardware),
most of the functionalities are implemented in common
code, and each driver only needs to implement two func-
An APl is worth little if there are no applications that use tions for the core of the NIOC*SYNC routines, one func-
it, and a significant obstacle to the deployment of newtion to reinitialize the rings in netmap mode, and one
APIs is the need to adapt existing code to them. function to export device driver locks to the common
Following a common approach to address compati-code. This reduces individual driver changes, mostly me-
bility problems, one of the first things we wrote on top chanical, to about 500 lines each, (a typical device driver
of netmap was a small library that mapsbpcap calls  has 4k .. 10k lines of code).
into netmapcalls. The task was heavily simplified by  In the netmaparchitecture, device drivers do most of
the fact thahetmapuses standard synchronization prim- their work in the context of the userspace process. This
itives, so we just needed to map the read/write funcsimplifies resource management (e.g. binding processes
tions (pcap_dispatch() /pcap_inject () into equiva-  to specific cores), and makes the system more control-
lent netmap functions. The whole code for these funcdable and robust, as we do not need to worry of executing
tions is below: too much code in non-interruptible contexts.

4.6 libpcap compatibility



We generally modify drivers so that the interrupt ser-ii) Per-packetcosts have multiple origins. At the very
vice routine does no work except from waking up anyleast, the CPU must update a slot in the NIC ring for
sleeping process. This means that interrupt mitigatioreach packet. Additionally, depending on the software
delays are directly passed to user processes. Synchrarchitecture, each packet might require additional work,
nization between the NIC and netmap rings is done in thesuch as memory allocations, system calls, programming
upper half of the system calls, and in a way that avoidghe NIC’s registers, updating statistics and the like. In
expensive operations. As an example, we don'’t reclainsome cases, part of the operations in the second set can
transmitted buffers or look for more incoming packets if be removed or amortized over multiple packets.

a system call is invoked withvail > 0. This provides Given that in most cases (and certainly this is true for
huge speedups for applications that unnecessarily invokeetmap) per-packetosts are the dominating component,
system calls on every packet. the most challenging situation in terms of system load is

Two more optimizations (pushing out any packetswhen the link is traversed by the smallest possible pack-
gueued for transmission even if POLLOUT is not spec-ets. This explains why we run most of our tests with 64
ified; and updating a timestamp within the netmap ringbyte packets (60+4 CRE&)
beforepoll () returns) reduce from 3 to 1 the number Of course, in order to exercise the system and mea-
of system calls in each iteration of the typical event loopsure its performance we need to run some test code, but
— once again a significant performance enhancement fave want it to be as simple as possible in order to reduce
certain applications. the interference on the measurement. Our initial tests

To date we have not tried to add special performancehen use two very simple programs that make applica-
optimizations to the code, such as aggressive use dfon costs almost negligible: a packet generator which
prefetch instructions, or data placements to improve streams pre-generated packets, similar to the one pre-
cache behaviournetmapsupport is currently available sented in Section 4.4, and a packet receiver which just
for the Intel 10 Gbit/s adapters (ixgbe driver), and for counts incoming packets.
various 1 Gbhit/s adapters (Intel, RealTek).

5.2 Test equipment

5 Performance analysis .
We have run most of our experlments on systems

We discuss the performance of our framework by firstduipped with ‘an i7-870 4-core CPU at 2.93GHz

analysing its behaviour for simple /O functions, and (3:2 GHz with turbo-boost), memory running at
then looking at more complex applications running on1-33 GHz, and a dual port 10 Gbit's card based on the

top of netmap Before presenting our results, it is impor- Inf[el 82599 chip. The Opefa“”g system IS I_:re_zeBSD
tant to define the test conditions in detail. 9/i386 as of late 20_11 (other versions exhibit §|mlla_r per-
formance). Experiments have been run using directly
. connected cards on two similar systems. For a given ver-
5.1 Performance metrics sion of thenetmapsoftware, the experimental results are

The processing of a packet involves multiple Subsys_highly repeatable (within 2% or less) so we do not report

tems: CPU pipelines, caches, memory and I/O buses. Irfonfidence intervals in the tables and graphs.

teresting applications are CPU-bound, so we will focus, Netmapis extremely efficient so the CPU is mostly
our measurements on the CPU costs. Specifically, wddle even when the_lnterface is running at the maximum
will measure the workgystem cosjsperformed to move packet rates. Runn_mg the system at reduced clock speeds
packets between the application and the network carc®/SC helps determining the effect of small performance
This is precisely the task thaetmayor other packet-/0  Improvements. Our system can be clocked at different
APIs are in charge of. We can split these cycles in tw frequencies, taken from a discrete set of values. Nom-

components: inally, most of them are multiples of 150 MHz, but we

i) Per-byte costsre the CPU cycles consumed to move 40Nt know how precise are the clock speeds, nor the re-
data from/to the NIC’s buffers (for reading or writing a !ation between CPU and memory/bus clock speeds.
packet). This component can be equal to zero in some 1h€ transmit speed (in packets per second) has been
cases: as an examplestmapexports NIC buffers to the measured with a packet generator similar to the one in
application, so it has no per-byte system costs. Other 2The 10 G NIC used in our tests is unable to receive at line rate
APIs, such as the socket API, impose a data copy to mov@&hen memory writes are not multiple of 64 bytes. In the defaoh-
traffic from/to userspace, and this has a per-byte CPUiguration, the received CRC is not written to memory so iegB4-+4
cost that, taking into account the width of memory bused™S Packets to reach the peak rx rate of 14.20 Mpps.

. We have also run the tests with some 1 Gbit/s cards, but we-gene
and the ratio between CPU and memory bus clocks, cagy reach the limits of the card (sometimes much lower the iate)

be in the range of 0.25 to 2 clock cycles per byte. at minimum CPU speed.




the NIC ring) is amortized among all descriptors that fit

16
14 | — into a cache line, and other costs (such as reading/writing
4 , . . .

7 12 I the NIC's registers) are amortized over the entire batch.

s I $ The measurements exhibit a slightly superlinear be-

s 10 I 4 cores w1 havi .

2 g 1 core e aviour (e.g. when doubling the clock speed between

£ 8 I s pktgen mmmenn | 150 and 300 MHz), though in absolute terms the devia-

x 6r/= netsend e tion is very small (3-4 clock cycles per packet), and could

< K4 . . ;

- 4 be explained by different rations between CPU, memory
2° o . and I/O bus speeds at different clock rates. Not shown
0= - by the graphs, but measured in the experiments, is the

o o5 1 15 2 25 3 fact that once the system reaches line rate, increasing the
Clock speed (GHz) clock speed reduces the CPU usage. The generator in

fact sleeps until an interrupt from the NIC reports the
Figure 4: Transmit performance with 64-byte packets,availability of new buffers, and wakes up the process.
variable clock rates and number of corestmapeaches Experiments using 4 cores show a speedup of about
line rate near 900 MHz. The two lines at the bottom rep-2 5 times over the 1-core case. The speedup is modest,
resentpktgen (a specialised, in-kernel generator avail- put likely because the clock reduction also affects shared
able on linux, peaking at about 4 Mpps at 2.93 GHz) andcomponents (caches, bus) which are heavily exercised by
anetsend (a FreeBSD userspace generator, peaking aghese tests.
790 Kpps). Itis useful to compare the performance of oetmap
based generator with similar applications using conven-
. , ) tional APIs. Figure 4 also reports the maximum through-
Section 4.4. The packet size can be configured at rung ¢ ot 1o packet generators representative of the perfor-
time, as well as the number of queues and threads/Corggnce achievable using standard APIs. The line at the
used to send traffic. Packgts are prepared in advance $Qitom representsetsend, a FreeBSD userspace appli-
that we can run the tests with close to zero per_—byte COStS.ation running on top of a raw socketetsend peaks
The test programlloops a.round a poll(), sending at most: 790 Kpps at the highest clock speed (2.93 GHz plus
B packets atch sizgper ring at each round. On the re- ., hoost), and does 390 Kpps at 1.2 GHz. The 40x
ceive side we use a similar program, except that this tiMQjitterence in speed can be explained with the many addi-
we poll for read events and only count packets. tional operations that the raw socket API requires: data
copies, one system call per packet, in-kernel buffer allo-
cations, and no chance to amortize the cost of accessing
the NIC’s registers.
As a first experiment we ran the generator with variable The other line in the graph igktgen, an in-kernel
clock speeds and number of cores, using a large batcpacket generator available in Linux, which reaches al-
size so that the system call cost is almost negligible, andnost 4 Mpps at maximum clock speed, and 2 Mpps at
throughput is maximizechetmapsaturates the link even 1.2 GHz (the minimum speed we could set in Linux). In
with just one core. By lowering the clock frequency we this case the system call and memory copy costs are re-
can determine the point where the CPU actually becomegioved, but there are still device driver overheads (skbuf
the bottleneck for performance, and estimate the (amorallocations and deallocations, NIC programming) that
tized) number of cycles spent for each packet. make the system at least 7 times slower thatmap
Figure 4 shows a subset of our results, using 4 rings The speed vs. clock rate experiments on the receive
(the NIC we used, as shown in Section 5.5, cannot sengath give results similar to the transmit section. The sys-
at line rate with 1 ring and 64-byte packets). In one oftem can do line rate even below 1 GHz and just one re-
the experiments, a single thread is sending to all rings¢eive ring, at least for packet sizes multiple of 64 bytes.
while in another we assign each ring to a separate thread.
_The data show that the throughp_ut scal_es quite well5_4 Speed versus packet size
with clock speed, reaching the maximum line rate near
900 MHz. This corresponds to 60-65 cycles/packet, arhe experiments reported so far used minimum-size
value which is reasonably in line with our expectations.packets, which is the most critical situation in terms of
In fact, in this particular test, the per-packet work is lim- per-packet overhead. 64-byte packets match very well
ited to validating the content of the slot in the netmapthe bus widths along the various path in the system
ring and updating the corresponding slot in the NIC ring.and this helps the performance of the system. We then
The cost of cache misses (which do exist, especially orthecked whether varying the packet size has an impact

5.3 Transmit speed versus clock rate
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Figure 5: Actual transmit and receive speed with variable~igure 6: Transmit performance with 1 core, 2.93 GHz,
packet sizes (excluding Ethernet CRC). The top curve i$4-byte packets, and varying rings and burst size.
the transmit rate, the bottom curve is the receive rate. See

Section 5.4 for explanations.
As we see from the data, performance grows almost

linearly with the batch size, up to the maximum value,

on the performance of the system, both on the transmivhich is approximately 12.5 Mpps with one queue, and
and the receive side. 14.88 Mpps with 2 or more queues. The low speed

Transmit speeds with variable packet sizes exhibit theaxchieved with a batch size of 1 shows that the cost of the
expected Isizebehaviour, as shown by the upper curve po11() system call is much larger than the per-packet
in Figure 5. The receive side, instead, shows some sucost measured in Section 5.3, and so it is important to
prises as indicated by the bottom curve in Figure 5. Theamortize it over large batches.
maximum rate, irrespective of CPU speed and number With some surprise, we found out that using a sin-
of rings, is achieved only for certain packet sizes suchgle queue (an experiment which was not done previ-
as 64+4, 128+4 and above 144+4 bytes (in all cases, theusly) we could not reach the line rate but saturated
extra 4 bytes corresponding to the Ethernet CRC are natear 12.5 Mpps. Further tests with lower clock speeds
written to memory). At other packet sizes, performancereached the same maximum rate, suggesting that the bot-
drops (e.g. we see 11.6 Mpps at 60 bytes, and a platedieneck is not the CPU but must be searched in the NIC
around 8.5 Mpps between 65 and 127 bytes). Investigaand its interface to the PCI-Express bus. This through-
tion suggests that the NIC is issuing additional read cy-put limitation is not present with 2 and 4 queues, which
cles to preserve the content of remaining parts of 64-bytallow the generator to reach the maximum packet rate
blocks, preventing reaching line rate. We have encounachievable on the link.
tered several similar hardware bugs while testing netmap

on a variety of network adapters. )
5.6 Packet forwarding performance

5.5 Transmit speed versus batch size The experiments described so far measure the system
costs involved in moving packets between the wire and

Operating with large batches enhances the throughput ahemory. This includes the operating systems overhead,
the system as it amortizes the cost of system calls anbut excludes any significant application cost, as well as
other potentially expensive operations. But not all ap-any data touching operation.
plications have this luxury, and in some cases they are It is then interesting to measure the benefit of the
forced to operate in regimes where a system call is isnetmapAPI when used by more CPU-intensive tasks.
sued on each/every few packets. Packet forwarding is one of the main applications of
We then ran another set of experiments using differenpacket processing systems, and a good test case for our
batch sizes, this time running the system at minimum{ramework. In fact it involves simultaneous reception
size packets (64 bytes, including the Ethernet CRC). Thand transmission (thus potentially causing memory and
goal of this experiment was to determine the system calbus contention), and may involve some packet process-
overhead, and what kind of batch sizes permit reachingng that consumes CPU cycles, and causes pipeline stalls
line rate. In this particular test we only used one core,and cache conflicts. All these phenomena will likely re-
and variable number of queues. Results are summarizedlice the benefits of using a fast packet I/O mechanism,
in Figure 6. compared to the simple applications used so far.
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Configuration Mpps ¢ the libpcap emulation library adds a significant

netmap-fwd (1.6 GHz) 14.20 overhead to the previous case (7.5 Mpps at full

netmap-fwd + pcap 7.50 clock vs. 14.2 Mpps at 1.6 GHz means a differ-

g::gt'fe";’ﬁetsr\:ﬁ:g]af et gig ence of about 80-100 ns per packet). We have not
click-fwd + native pcap f 0: 9 yet investigated .Whether/how t.his can be improved
openvswitch + netmap 3.00 (g.g. by reducing stalls, optimizing the scan of

openvswitch + native pcap 0.78 rings, etc.);

bsd-bridge 0.75

e replacing the native API with the netmap-based
libpcap emulation gives a speedup between 4 and
Figure 7: Forwarding performance of our test hardware 8 times for OpenvSwitch and Click, despite the fact
with various software configurations. thatpcap-inject () does use data copies. This is
also an important result because it means that real-

_ life applications can actually benefit from our API.
We have then explored how a few packet forwarding

applications behave when using the new API, either di-
rectly or through tha ibpcap compatibility library de- 5.7 Discussion
scribed in Section 4.6. The test cases are the following:
In presence of huge performance improvements such as

those presented in Figure 4 and Figure 7, which show
rfhatnetmapis 4 to 40 times faster than similar applica-
tions using the standard APls, one might wonder about
two things: i) are we doing a fair comparison, and ii)
e netmap-fud + pcap, asabove butusing the libpcap em- \yhat s the contribution of the various mechanisms to the
ulation (Section 4.6) instead of the zero-copy code; performance improvement.
e click-fwd, a simple Click [8] configuration shown be- The answer to the first question is that the compari-
low, that passes packets between interfaces: son is indeed fair. All the various generators in Figure 4
do exactly the same thing and each one tries to do it in
the most efficient way, constrained only by the under-
lying APIs they use. The answer is even more obvious
The experiment has been run using Click userspace witlfor Figure 7, where in many cases we just use the same
the system’s libpcap, and on top of netmap with the libp- unmodified binary on top of two differentibpcap im-

e netmap-fwd, a simple application that forwards packets
between interfaces using the zero-copy technique show
in Section 4.5. In this case we reach line rate (14.2 Mpps
due to the limitations in the NIC) at just 1.6 GHz.

FromDevice(ix0) -> Queue -> ToDevice(ix1)
FromDevice(ix1l) -> Queue -> ToDevice(ix0)

cap emulation library; plementations.
e click-etherswitch, as above but replacing the two ~ The results measured in different configurations also
queues with an EtherSwitch element; let us answer the second question — evaluate the impact

e openvswitch, the OpenvSwitch software with userspace of different optimizations on theetmas performance.

forwarding, both with the system’s libpcap and on top of Data.copies, as shown in Section _5-6'_ are moderately
netmap; expensive, but they do not prevent significant speedups

(such as the 7.5 Mpps achieved forwarding packets on
top of libpcap+netmap). This is an interesting result, in
light of the fact that we may want to reintroduce data

Figure 7 reports the measured performance. All expereopies to reduce the interference among netmap clients
iments have been run on a single core with two 10 Gbit/gsee Section 4.3).

interfaces, and maximum clock rate except for the first Per-packet system calls certainly play a major role, as

e bsd-bridge, in-kernel FreeBSD bridging, using the
mbuf-based device driver.

case where we saturated the link at just 1.6 GHz witnessed by the difference between netsend and pktgen
From the experiment we can draw a number of inter-(albeit on different platforms), or by the low performance
esting observations: of the packet generator when using small batch sizes.

) ) ) ) Finally, an interesting information on the cost of the
* native netmap forwarding with no data touching op- gk hyf/mbuf-based API comes from the comparison of
eration egsﬂy reaches line rate. Th|s is mterestlngpktgen (taking about 250 ns/pkt) and the netmap-based
t_)ece}use it .me:.:ms that full rate bidirectiona operapacket generator, which only takes 20-30 ns per packet
tion is possible; which are spentin programming the NIC). These two ap-
“4Previous revision of this paper reported a lower value, keirev plication essgnga”y dlfferhonly on t_he(\jNay pac;ket buffers I
cently removed a useless and expensive function call inttieat path ~~ 2r€ managed, because the amortized cost of system calls
of packet forwarding. and memory copies is negligible in both cases.
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5.8 Application porting (3]
We conclude with a brief discussion of the issues encoun-
tered in adapting existing applicationsnetmap Our [4]

libpcap emulation library is a drop-in replacement for
the standard one, but other performance bottlenecks in
the applications may prevent the exploitation of the faster
I/O subsystem that we provide. This is exactly the case 5
we encountered with two applications, OpenvSwitch and
Click (full details are described in [17]).

In the case of OpenvSwitch, the original code (with
the userspacel/libpcap forwarding module) had a very ex-
pensive eventloop, and could only do less than 70 Kpps.[7]
Replacing the native libpcap with the netmap-based ver-
sion gave almost no measurable improvement. After re-[8]
structuring the event loop and splitting the system in two
processes, the native performance went up to 780 Kpps
and the netmap based libpcap further raised the forward—lg]
ing performance to almost 3 Mpps. 0]

In the case of Click, the culprit was the C++ alloca-
tor, significantly more expensive than managing a private
pool of fixed-size packet buffers. Replacing the mem-
ory allocator brought the forwarding performance from[11]
1.3 Mpps to 3.95 Mpps when run over netmap, and from
0.40 to 0.495 Mpps when run on the standard libpcap.
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6 Conclusions and future work .
In this paper we have presenteetmap a framework that
gives userspace applications a fast channel to exchange
raw packets with the network adapter. As shown by our
measurements)etmapcan give huge performance im- [14]
provements to a wide range of applications. Thanks to a
libpcap compatibility library, existing applications may
be able to run much faster even with no source or bi{1°!
nary modificationsnetmapis ideal to build packet cap-
ture and generation tools, but also useful for all packeile]
processing tasks, including high performance software
routers or switches, firewalls. Although it requires devicel'”!
driver modificationsnetmags not dependent on specific
hardware features, and its design makes very reasonable
assumptions on the capabilities of the NICs. [18]
We are still exploring some aspects of the performance
of netmap such as using the same ideas to accelerate
functions such as firewalls, IP forwarding, ACK pro-
cessing, and study the interaction betweetmapand
the TCP stack. Further information on this work can be
found on the project’s page [15].
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