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ABSTRACTDummynet is a widely used link emulator, developed longago to run experiments on networks with user-de�ned fea-tures. Sin
e its original design, Dummynet has been ex-tended in various ways, and has be
ome very popular withinthe resear
h 
ommunity due to its features and to the abilityto emulate even moderately 
omplex network setups withinunmodi�ed operating systems (FreeBSD and Ma
 OS X).We have re
ently enhan
ed the emulation 
apabilities toimprove the modeling of MAC layers; we have ported thetool to Linux; and, as part of the Onelab2 proje
t, we are us-ing Dummynet to add emulation to PlanetLab nodes. Su
hworks should greatly in
rease the use of the tool, and makeit ne
essary to give a more 
omprehensive des
ription of itsfeatures and limitations.In this paper we will present 
urrent Dummynet features,in
luding re
ent work of ours mentioned above; make anextensive dis
ussion of related work; and do
ument how theemulator 
an be extended to implement more features.
1. INTRODUCTIONLive testing has always been an important part of the re-sear
h and validation of network proto
ols and appli
ations.While analysis and simulators 
an provide important insighton the behaviour of a system, the intera
tion of the sys-tem under test with the possibly unknown features of theexternal environment are di�
ult to evaluate without realexperiments. Live experiments, in turn, pose the problemof 
ontrolling the environment to a
hieve reliable and repro-du
ible results. So, resear
hers often use a 
ombination ofsimulators [10,11℄, emulators [13,22℄ and real testbeds [9,24℄to perform their experiments in a more 
ontrolled way, andexploit the advantages of the various te
hniques.The fo
us of this paper is on network emulators, and inparti
ular on a network emulator 
alled Dummynet [22℄, de-veloped over a de
ade ago by one of the authors, and be
omevery popular sin
e then [3℄.Mu
h of a produ
t's popularity 
omes from three fa
tors:availability, learning 
urve, feature set. These properties donot 
ome for free, but are usually the result of design 
hoi
esand implementation e�ort made by the authors.In terms of availability, Dummynet has been a standard
omponent of FreeBSD for over ten years, and of Ma
 OS Xsin
e 2006. Hen
e, resear
hers 
ould �nd the tool readily
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available on their systems. Additionally, sin
e the beginningwe distributed bootable disk images to 
reate dummynet-enabled bridges using existing PC hardware and withoutdisrupting existing software installations. This way, emula-tion 
ould be made available within a network regardless ofthe operating systems in use. These distribution 
hannels
ontributed signi�
antly to the di�usion of the tool.
Figure 1: A Dummynet-enabled bridge 
an be in-serted between some nodes and the rest of the net-work without any 
hange to the 
on�guration of thenetwork or the software running on the nodes.In terms of learning 
urve, the user interfa
e was 
arefullydesigned so that one 
an set up the emulator with as few astwo 
ommands, su
h as the following:# define bandwidth and delay of the emulated linkipfw pipe 1 
onfig bw 3Mbit/s delay 32ms# pass all traffi
 through the emulatoripfw add pipe 1 ip from any to anyAdditional features 
an be learned and used in
rementallystarting from this simple 
ase, as we will show.As for the feature set, Dummynet has been signi�
antlyextended sin
e its original design, and it 
urrently in
ludesvarious queue management s
hemes (FIFO, RED, WF2Q+),has the ability to 
reate per-�ow emulated links, 
an em-ulate 
omplex topologies, and 
an reprodu
e multipath ef-fe
ts. We have re
ently added some support for better MACemulation. Some third party extensions have also been de-veloped, to introdu
e programmable or tra
e-driven pa
ketdropping or alterations.Dummynet usage has ex
eeded by far our initial expe
ta-tions. Besides the use by individual resear
hers to performtheir experiments, Dummynet is also a 
ore 
omponent inthe popular Emulab [24℄ testbed, and has be
ome extremelypopular as a tra�
 shaper. We expe
t that our re
ent work(more support for MAC emulation, des
ribed in Se
tion 3.6;the Linux port; and its up
oming use in PlanetLab [9℄ nodesas part of the Onelab2 proje
t [7℄) will boost even more theusage of the tool.This paper makes two major 
ontributions: in Se
tion 3,we give a 
omprehensive and up to date presentation of fea-tures and limitations of Dummynet, so that resear
hers 
an



make the best use of the tool; in Se
tion 4, we present adetailed dis
ussion of the internal stru
ture of the system,to show how and where new features 
an be added in themost e�e
tive way.Before pro
eeding with the above, we start with anoverview of related work, to put Dummynet in 
ontext withsimilar existing tools, and to present the various te
hniquesthat 
an be used in network emulators.
2. RELATED WORKUp the mid '90s, and to some degree even nowadays, re-sear
hers often evaluated their systems with the help of 
us-tom network emulators, sometimes embedded in their ap-pli
ations. Espe
ially for resear
h on 
ongestion 
ontrol orerror re
overy s
hemes it is important, and sometimes suf-�
ient, to indu
e 
ontrolled pa
ket drops on the tra�
. Forthis reason some emulation systems just 
ause pa
ket drops,following some 
omputed pattern or using a tra
e from anexternal sour
e (a simulator or a real system). However,losses are normally dependend on a
tual tra�
 patterns, andfor systems or proto
ols (su
h as TCP) that rea
t to lossesby altering the tra�
 they produ
e, a pure tra
e-driven lossgeneration may be insu�
ient. This has prompted the de-velopment of emulators that also model the behaviour of alink with �nite queues, limited bandwidth and perhaps somepropagation delay.
2.1 Single-link emulatorsThe two most popular and �exible representatives of this
lass are Dummynet [22℄, whi
h has been available for overa de
ade as part of FreeBSD, and NISTNet [13℄, whi
h isavailable as an add-on module for Linux. In addition to thesimple link features des
ribed before (programmable rate,delay and queue size), both Dummynet and NISTNet 
an
reate multiple emulated links. They also in
lude pa
ket
lassi�ers to sele
t tra�
 subje
t to emulation, and supportsome additional emulation features su
h as loss generation,queue management poli
ies, and more. Both tools are read-ily available, with little or no installation e�ort, on popularOS platforms.The importan
e of having a pa
ket 
lassi�er system be-
omes evident looking at the limitations of systems that donot have this feature. As an example, EMPOWER [29℄ doesnot use or implement a pa
ket 
lassi�er, and has to rely onmultiple physi
al interfa
es to do the tra�
 sele
tion, witha 
lear impairment on the ease of use.Commer
ial produ
ts su
h as LANforge-ICE [6℄ also im-plement similar features, providing multiple emulated linkswith 
on�gurable rate, laten
y, and pa
ket loss. In additionto these basi
 fun
tions, LANforge-ICE lets the user 
on�g-ure network attributes su
h as jitter, and provides a wideset of pa
ket 
orruption te
hniques.Commer
ial produ
ts also in
lude hardware-based emula-tors, whi
h 
an provide mu
h higher timing a

ura
y, sup-port higher data rates and more detailed emulation of MACfeatures. As an example, the AnueSystem ethernet emula-tor [2℄ provides detailed emulation of multiple ethernet-likenetworks, also in
luding a playba
k option to re
ord andreplay tra�
 on a network segment.Some feature-ri
h simulators su
h as Ns-2 [10℄ and Ns-3 [11℄ provide an emulation feature to drive the simulationwith live tra�
 or, vi
e-versa, generate live tra�
 from arun of the simulator.

Finally, some emulators do not use an analyti
al modelof the system they reprodu
e, but resort instead to tra�
tra
es, or even to monitoring live systems, to drive the emu-lation. Two systems that belong to this 
lass are ENDE [27℄and SatelliteLab [14℄: both monitor the behaviour of an a
-tual 
ommuni
ation link subje
t to tra�
 patterns similarto the ones going through the emulator, and use the mea-surement results to re
on�gure the emulator in real time.Link emulation is a 
lose relative to tra�
 shaping, a fea-ture available in several systems and routers to enfor
e ser-vi
e limitations (or guarantees, depending on the point ofview). Be
ause of the similarities, some emulation systemsare built around tra�
 shapers1, adding the missing fea-tures. As an example, netem [16℄ implements link delays,while relying on the Linux pa
kage �t
� for tra�
 shapingand pa
ket 
lassi�
ation.Some resear
hers have done work to extend Dummynet tomat
h their needs more 
losely, using one of two te
hniques:
• using external programs to dynami
ally re
on�gurethe emulator, e.g., dynami
ally 
hanging a link's band-width. This approa
h does not require kernel modi�-
ations, even though the external programs will havelittle or no information on the tra�
 �owing throughthe emulator;
• implementing kernel 
hanges to extend the emula-tion 
apabilities, e.g., adding sele
tive or tra
e-drivenpa
ket drops. This approa
h is more intrusive in termsof modi�
ations to the system, but it 
an make full useof the information on tra�
 and emulator state.There are several instan
es of these approa
hes do
u-mented in the literature, mostly fo
used on spe
i�
 resear
hproje
ts. In the �rst 
ategory we �nd the SEDLANE [23℄testbed, whi
h runs Ns-2 simulations to extra
t thetime-dependent features (delays and loss rates) of an ad-ho
network, and then uses the results of the simulations to
hange over time the 
on�guration of a dummynet-basedtestbed where the real experiments are run. As an exam-ple of the se
ond 
ategory we 
an 
ite the KauNet [15℄ tool,whi
h extends Dummynet to push error/drop patterns intothe kernel, and applies them to the pa
ket �owing throughthe emulator. The extension is 
omplemented by a patterngeneration tool to provide a 
ompa
t representation of theinformation used by the kernel.

2.2 Emulating multihop networksAn often needed feature is the emulation of topologiesinvolving multiple links, and routers or other intermediatenodes inter
onne
ting them. Dummynet implements thisfeature through the ability to reinje
t tra�
 into the emu-lator multiple times. With this approa
h, a single physi
alma
hine 
an emulate lightly loaded networks with simpletopologies, at least when the a
tion performed by interme-diate nodes 
an be des
ribed in terms of rules of the pa
ket
lassi�er (this in
ludes basi
 forwarding and queueing).When the intermediate nodes must perform more 
om-plex a
tions, some form of virtualization 
an be useful tomodel an entire network within a single system. An inter-esting approa
h is represented by Imunes [28℄, whi
h sup-ports multiple, virtual network sta
ks within one instan
e1The 
onverse is also true: Dummynet is widely used as atra�
 shaper, even more than as an emulator whi
h was theoriginal purpose of the tool.



of the FreeBSD operating system. Ea
h virtual sta
k 
animplement a node in the emulated topology, and 
onne
tto other nodes through its own instan
e of Dummynet. Theobvious extension of this 
on
ept is to run multiple emulatorinstan
es within virtual ma
hines (Xen, VMWare, Virtual-Box, Qemu) and 
onne
t them as required.For more 
omplex 
on�gurations, e.g. the modeling oflarge or heavily loaded networks, one may want to distributethe emulation on multiple physi
al systems. This 
an bedone ni
ely in the 
ontext of network testbeds. EmuLab [1℄is one of the most popular topology-aware network testbed,able to run experiments on physi
al devi
es in a real net-work infrastru
ture. The system uses a topology des
rip-tion to program a set of 
on�gurable swit
hes, 
onne
ted toFreeBSD nodes that use Dummynet to emulate the variouslinks involved. Planetlab [9℄ nodes are also being extendedby the authors to use Dummynet for the same purpose.
3. DUMMYNETIn this Se
tion we will des
ribe the main 
omponents ofour system: the a
tual emulation 
omponent, dummynet,and its asso
iated pa
ket 
lassi�er, ipfw. An additional 
om-ponent, /sbin/ipfw, or ipfw for brevity, is the frontend pro-gram used to 
on�gure the 
lassi�er and the emulator. Wewill use the term �Dummynet� (upper
ase initial) to referto the system as a whole.The list of features and options available in Dummynet isvery long and growing over time. For a 
omplete and up-to-date des
ription, the reader is referred to the ipfw manualpage [4℄.As a design prin
iple, when building and extendingDummynet, we de
ided to fo
us on emulating the basi
 
om-ponents of a 
ommuni
ation network, and providing �exibleand hopefully simple tools to 
onne
t these 
omponents toea
h other. This 
ontrasts with another popular approa
h,whi
h is to emulate the aggregate e�e
ts (su
h as loss pat-terns, delays, reordering, et
.) indu
ed by a 
ertain network
on�guration. The reason for our 
hoi
e is that often su
he�e
ts are heavily dependent on a
tual tra�
 patterns, andtrying to model them independently would introdu
e toolarge approximations.
3.1 PipesThe basi
 obje
t that Dummynet makes available is 
alledpipe. It 
ombines some of the main features of a 
ommuni-
ation devi
e: a queue with �nite size, and a 
ommuni
ationlink with �xed bandwidth and programmable propagationdelay.
Figure 2: The stru
ture of a dummynet �pipe�. Con-�gurable parameters in
lude bandwidth, delay andqueue size.As many as 232 independent pipes 
an be 
reated in thesame system, ea
h identi�ed by a di�erent integer. Pipes'

parameters 
an be set and re
on�gured on the �y with
ommands su
h as the following:ipfw pipe 3 
onfig bw 640Kbit/s delay 30ms queue 20A pa
ket going through a pipe is queued or dropped de-pending on the o

upation of the queue. The queue isdrained at a rate 
orresponding to the link's bandwidth, B.On
e outside the queue, a pa
ket is staged in a delay linefor a time tD (the propagation delay of the link), and thenreinje
ted into the network sta
k. The total delay that apa
ket will experien
e is T = tD +(l + lQ)/B, where l is thepa
ket length, and lQ is the total length of the data in thequeue before the pa
ket was inserted.In some situations it is useful to split tra�
 into multiple�ows, and pass ea
h �ow through a separate pipe. This isa
hieved with a feature 
alled �dynami
 pipes�: additionalmask parameters are spe
i�ed in the 
on�guration of apipe, whi
h indi
ate whi
h bits in the 5-tuple of a pa
ket(proto
ol, addresses and ports) should be used to grouppa
kets into �ows. For ea
h of the patterns resulting aftermasking, a new pipe will be 
reated, and mat
hing tra�
will be dire
ted to it. As an example, the ruleipfw pipe 4 
onfig mask sr
-ip 0x000000ff bw 1Mbit/swill group pa
kets with the same value of the leastsigni�
ant 8 bits in the sour
e address, and dire
t ea
h�ow to a new instan
e of pipe 4. The bandwidth of ea
hinstan
e is 1Mbit/s. This feature is mostly of interest whenDummynet is used as a tra�
 shaper, and limitations needto be enfor
ed independently on the various �ows.

Figure 3: Hooking pipes to �rewall rules. Thedashed line represents the tra�
 �ow when a nodea
ts as a bridge or a router.
3.2 Traffic selection: the packet classifierTra�
 is passed to pipes using the pa
ket 
lassi�er, ipfw,whi
h in turn uses a list of numbered rules (ruleset) to mat
hpa
kets and de
ide their fate. The 
ommand to insert a rulein the ruleset isipfw add rule-number a
tion optionsWhenever the 
lassi�er is invoked on a pa
ket, rules are eval-uated in rule-number order. For ea
h rule, zero or more op-tions de�ne the mat
h 
riteria (e.g., mat
h addresses, ports,proto
ols, even metadata su
h as dire
tion, in
oming inter-



fa
e, related so
kets). Options are evaluated on the 
urrentpa
ket, and if they all mat
h the a
tion spe
i�es what to dowith it (a

ept, drop, pass to a pipe, et
.).Within the system, tra�
 is inter
epted and passed to thepa
ket 
lassi�er at various points in the network sta
k, asshown in Figure 3. This typi
ally happens during layer 2and/or layer 3 pro
essing, both in the inbound and out-bound path. By means of appropriate a
tions in the rules,the 
lassi�er 
an pass mat
hing tra�
 to di�erent pipes.Coming out of the pipe, pa
kets will be reinje
ted into thesta
k (or possibly into the 
lassi�er, see Se
tion 3.3) after thepoint of inter
ept. The same ruleset is used at all points, sorules should 
ontain options su
h as �in� and �out� to makea pre
ise sele
tion of where a 
ertain rule should a
t.The following is a sample ruleset and pipe 
on�guration:ipfw add 100 pipe 10 out dst-ip xy.itipfw add 200 pipe 11 in sr
-ip xy.itipfw add 300 pipe 24 out dst-ip 192.168.4.0/24ipfw add 400 pipe 24 in dst-ip 192.168.4.0/24ipfw pipe 10 
onfig bw 2000Kbit/s delay 3msipfw pipe 11 
onfig bw 256Kbit/s delay 12msipfw pipe 24 
onfig bw 10Mbit/sHere, rules 100 and 200 pass tra�
 for host xy.it (thename is resolved when the rule is inserted) through twodi�erent pipes, depending on the dire
tion. This is a typi
al
on�guration for bidire
tional links, possibly with di�erentsettings for ea
h pipe in 
ase the link is asymmetri
al. Thispart of the 
on�guration 
ould emulate the 
ase where lo
alhost is 
onne
ted through an ADSL link to the remoteserver xy.it .Rules 300 and 400 dire
t to pipe 24 all inbound and out-bound tra�
 for subnet 192.168.4.0/24, irrespe
tive of thedire
tion (there is no restri
tion on what goes to whi
h pipe;the system will take 
are of reinje
ting pa
kets in the rightpath on exit from the pipe). Using a single pipe for bidi-re
tional tra�
 is sometimes useful when emulating sharedmedia su
h as an ethernet segment.It is very 
ommon to use Dummynet on a ma
hine a
tingas a router or bridge, inserted on an existing network seg-ment as shown in Figure 1. In this 
ase one must rememberthat the tra�
 traversing the emulator goes through the
lassi�er multiple times (see the dashed line in Figure 3);on
e again, the rulesets should be designed 
arefully to passtra�
 through the pipes only on
e.
3.3 Multipath and multihop networksThe existen
e of multiple (wired) paths between sour
eand destination 
an lead to phenomena su
h as pa
ketreordering and losses. We 
an model multiple paths usinga 
lassi�er option that mat
hes with a given probability,resulting in tra�
 being dire
ted to one of multiple links.As an example, the rulesipfw add 1000 prob 0.2 pipe 10 sr
-port 80 inipfw add 1010 prob 0.7 pipe 20 sr
-port 80 inipfw add 1020 pipe 30 sr
-port 80 inrandomly send 20% of in
oming HTTP tra�
 to pipe10, another 56% (0.7 of the remaining 80%) to pipe 20,and the remaining part to pipe 30. If pipes have di�erentbandwidth or delays, or they are subje
t to other interferingtra�
, one 
an 
ause a wide range of e�e
ts from sele
tivepa
ket loss to jitter and reordering.

Topologies where pa
kets must traverse multiple links(and queues) 
an be emulated by sending pa
ket that emergefrom a pipe ba
k into the 
lassi�er, and in turn into otherpipes. The sys
tl2 variable net.inet.ip.fw.one_pass 
on-trols the reinje
tion of the pa
kets in the 
lassi�er after theyemerge from a pipe. The reinje
tion is at the rule followingthe one that originally mat
hed the pa
ket, to prevent the
reation of loops. Reinje
ted pa
kets are subje
t to the usual
lassi�er pro
essing: they are 
ompared against subsequentrules, and possibly sent through pipe(s) again.
3.4 Packet droppingPa
ket drops in a wired network are usually due to queueover�ows, queue management s
hemes (e.g. RED), or rout-ing problems. Radio links add noise and interferen
e asother potential 
auses of drops. Competing tra�
 also hasa big role on the a
tual drop patterns experien
ed by a �ow.On
e again, Dummynet fo
uses on the emulation of basi
me
hanisms that 
ause drops (queueing, routing), and onsupplying tools to 
ombine them e�e
tively (
lassi�ers,reinje
tion). We expe
t resear
hers to generate 
ongestion-related drops by driving pipes with suitable tra�
 patterns,from the appli
ation under test and possibly from other
ompeting sour
es. For non-
ongestion related losses weneed di�erent me
hanisms. Drops due to routing mis
on-�gurations 
an be emulated with the probabilisti
 mat
hoption des
ribed in the previous Se
tion, whi
h 
an alsoprove handy to run experiments with �xed loss rates3, e.g.:ipfw add 400 prob 0.05 deny sr
-ip 10.0.0.0/8More options 
an be spe
i�ed to 
ause di�erent dropprobabilities depending on, say, pa
ket lengths or otherattributes. It is also very easy, as shown in Se
tion 4.2, toadd new 
lassi�er options and implement di�erent pa
ketdropping patterns. This approa
h has been used in the pastby other resear
hers [15, 21℄.
3.5 Queue management and packet schedul-

ing algorithmsDummynet in
ludes various queue management poli
iesand one pa
ket s
heduling algorithm, all with 
on�gurableparameters. FIFO queues are the default, with size 
on�g-urable either in bytes or number of slots. We also implementRED queues, whose parameters are also 
on�gurable. Otherqueue management s
hemes su
h as ABE [17℄ have been im-plemented in Dummynet in the past.Dummynet implements the WF2Q+ pa
ket s
heduling al-gorithm, and the infrastru
ture used for this 
an be easilyreused to build di�erent s
hedulers, or even to emulate mul-tia

ess networks, as des
ribed in Se
tion 3.6.2.A general requirement of pa
ket s
heduling algorithms isto group pa
kets into �ows a

ording to some 
riteria, queue�ows separately, and let the s
heduler sele
t whi
h queue toserve next.2sys
tl is the me
hanism used on FreeBSD and Ma
 OS Xto manage system-wide variables and statisti
s. This is sim-ilar to pro
fs entries on Linux, and registry entries on Win-dows.3Pipes also have a plr (pa
ket loss rate) attribute, whi
h
an be set to a value between 0 and 1 to 
auses randompa
ket drops with that probability.



To this purpose, Dummynet implements an obje
t 
alledqueue, whi
h is used to 
reate one or more physi
al queuesthat store pa
kets belonging to individual �ows. Queues alsostore the relevant parameters for the s
heduling algorithm inuse, su
h as weights or priorities. The me
hanism to grouppa
ket into �ows and 
reate multiple queues is similar tothe one used for dynami
 pipes: a mask is applied to the5-tuple, and a new instan
e of a queue is 
reated for ea
h ofnew pattern resulting after masking.
Figure 4: The binding between queues, s
hedulingalgorithm and the 
orresponding pipe.Queues are bound to a pipe obje
t with a 
on�gurationparameter. The pipe, in turn, de�nes the data rate and thedelay of the link, and how to sele
t the next queue to servea

ording to the s
heduling algorithm in use. In the 
aseof WF2Q+, the algorithm will serve all ba
klogged queuesa

ording to their respe
tive weights.As an example, the following 
on�guration de�nes a4Mbit/s pipe, serving one queue with weight 20, andmultiple (dynami
) queues with weight 10 ea
h. Theresulting arrangement is shown in Figure 4.ipfw pipe 5 
onfig bw 4Mbit/sipfw queue 10 
onfig weight 20 pipe 5ipfw queue 8 
onfig weight 10 pipe 5mask sr
-ip 0xffffffffipfw add 1000 queue 10 out proto udpipfw add 1010 queue 8 out proto t
p sr
-ip10.8.5.0/24The parameter mask sr
-ip 0xffffffff tells the queueobje
t to 
reate one instan
e for ea
h sour
e IP, and rule1010 limits the number of di�erent sour
e IP addresses sentto the queue obje
t.
3.6 Emulating MAC layer effectsPre
ise emulation of MAC layer e�e
ts, su
h as framing(gaps, preambles, 
he
ksums), 
hannel s
heduling or linklevel retransmissions was not supported in the original ver-sion of Dummynet. This was partly be
ause of a di�erentfo
us of the emulator, and partly be
ause the task 
an be-
ome extremely 
omplex. Espe
ially for shared media, thebehaviour of a 
ommuni
ation 
hannel is heavily dependenton the intera
tion between the MAC layer and all networknodes (stations) sharing the 
hannel. Without modelingthese additional a
tors, the results 
ould be heavily ina

u-rate, or at least they will be valid only in 
ertain 
onditions.There are two basi
 approa
hes that 
an be followed toaddress these problems:

• reprodu
e the behaviour of the 
hannel as seen fromone station, assuming a limited interferen
e from otherstations. This is an approximate solution but a rela-tively simple one to implement;

• implement a more 
omplete model that 
onsiders allthe a
tors in the system, namely the MAC layer andother stations. This approa
h 
an give mu
h morepre
ise results, and it is also very mu
h in line withthe philosophy of emulating me
hanisms, not e�e
ts.
3.6.1 Single station modelThe �rst approa
h has been re
ently added to the system,and is suitable for networks where the number of stations issmall, or they are well de
oupled from ea
h other, e.g. dueto MAC layer s
heduling.In our model we assume that, in addition to the trans-mission time l/B, a pa
ket transmission will take some ex-tra time given by the sum of busy intervals, 
ontentions,ba
ko�s, preambles, framing, possibly link level a
knowledg-ments and retransmissions. Our extension takes as input theCumulative Distribution Fun
tion of this extra �airtime�, asshown in Figure 5, and uses it in the 
omputation of howlong the 
hannel will be busy for a pa
ket transmission. Ana

urate determination of this 
urve is key to a
hieve realis-ti
 emulation, and this 
learly depends on the type of MACproto
ol and the load on the 
hannel.
Figure 5: Spe
i�
ation of the additional airtime usedfor pa
ket transmissions.As a �rst approximation, one 
ould start by modeling anon-
ontended 
hannel with deterministi
 delays, in whi
h
ase the CdF will resemble the 
urve in Figure 5, left: witha probability 
orresponding to the su

essful transmissionat the �rst attempt, transmissions will have a �xed over-head. Link level retransmissions, if present, will 
ause extradelays (due to timeouts on link level a
ks), giving the 
urvea stair
ase shape. Finally, pa
kets may be lost due to ex-
essive retransmissions, and we 
an spe
ify the probabilityof this event. The 
urve for the non-
ontended 
ase 
an be
omputed, at least as a �rst approximation, looking at thespe
i�
ations of the MAC proto
ol involved.In 
ase of 
ontention, the additional delay be
omes vari-able, be
ause we must now a

ount for 
hannel-busy timesand 
ollisions that depend on the presen
e of other stations.The regions 
orresponding to the various retransmissionswill likely overlap, and the 
urve (to be determined exper-imentally or based on empiri
al 
onsiderations) should be-
ome similar to the one in Figure 5, right.In the 
urrent 
ode, the parameters asso
iated to thisempiri
al delay distribution must be stored in a �le that ispassed as a profile argument to a pipe's 
on�guration:ipfw pipe 3 
onfig profile /data/test/fooThe �le in
ludes a pro�le name, the data rate, a loss



threshold, and the number and position of 
orners in thepolyline des
ribing the 
urve:name test_profilebandwidth 2Mbit/sloss-level 0.99samples 5prob delay # delay in us0.2 1000.4 1300.5 1300.8 15000.98 2000
3.6.2 Emulating multiple stationsA more pre
ise emulation of a network with multiple sta-tions 
an be a
hieved4 by reusing a lot of the infrastru
turealready present to implement s
heduling algorithms. In fa
t,a MAC proto
ol is not so di�erent from a s
heduling algo-rithm, and 
an be modeled in a way similar to Figure 4: inthis 
ase ea
h queue represents a separate station, and thes
heduling algorithm implements the MAC proto
ol.We 
an reuse the queue obje
t and its mask me
hanism togroup tra�
 generated by ea
h station into a separate queue.Instead of s
heduling queues with WF2Q+, we will use thespe
i�
 MAC algorithm to 
ompute whi
h queue should beserved next, how long the transmission will take, and anyother additional information that a�e
ts the various queues.The a
tual MAC proto
ol to emulate, and its parameters,will be 
on�gured as attributes of a pipe, whereas queueswill be linked to pipes using the me
hanisms already seen inSe
tion 3.5.
3.7 Dummynet accuracyEmulation a

ura
y has two aspe
ts, one related to howdetailed is the model of the system, and one referring tohow 
losely the emulation system 
an reprodu
e the timing
omputed by the model.The link model implemented by Dummynet pipes is rathersimplisti
 as it does not a

ount for overheads or features in-trodu
ed by the MAC layer, su
h as framing, 
ompressionand retransmission. From an appli
ation's point of view,these approximations are often a

eptable, and they are ofthe same order of magnitude or smaller than the timingerrors indu
ed by the underlying operating system, as dis-
ussed below.A more signi�
ant sour
e of approximations is the fa
tthat, as in many emulation systems, timings are rounded tomultiples of the system timer's quantum. The re
ommendedvalue for this quantum is 1ms or less. In pra
ti
e, on mod-ern hardware, the resolution 
an be signi�
antly in
reased,up to 100-200µs. Interferen
e from other kernel a
tivitiesmay indu
e extra delays of up to a few tens of mi
rose
ondsor more, depending on systems type and load. For measure-ments on individual pa
kets, this kind of delays is adequatefor rates up to a few Mbit/s. Errors are not a

umulatedthough, so aggregate e�e
ts (su
h as overall throughput, ore�e
ts of 
ongestion related losses) 
an be measured withreasonable 
on�den
e even at higher rates.A pre
ise measurement of the a
tual a

ura
y is beyondthe s
ope of this paper, and also not signi�
ant unless we4Note that this Se
tion des
ribes work in progress not yetpresent in the system.

spe
ify a lot of 
ontext, su
h as the platform (FreeBSD,Ma
 OS X, Linux), and the 
ompeting system load on thema
hine running the emulator.
3.8 ScalabilityThe appli
ability of a network emulator is stri
tly re-lated to its performan
e and s
alability. Depending on the
on�guration of the emulator and on the 
hara
teristi
s ofthe underlying hardware and operating system, there areDummynet instan
es in use with thousands of a
tive pipesand queues, and a total throughput a
ross all pipes well over100,000 pa
kets per se
ond5. But more than absolute perfor-man
e, it is important to know about the s
aling propertiesof the system.Pa
ket 
lassi�
ation is done entirely in the ipfw �rewall,whose internal ar
hite
ture is in line with many modern sys-tems su
h as iptables [5℄ and BPF [20℄: individual optionsare translated into mi
roinstru
tions that 
an be pro
essedvery e�
iently. The 
ost of the 
lassi�er is linear in thenumber of options that must be evaluated on ea
h pa
ket.Queue management and s
heduling 
osts depends on thealgorithm used, and range from O(1) for FIFO and RED, to
O(log N) for WF2Q+, where N is the number of ba
kloggedqueues atta
hed to one pipe. Managing multiple pipes alsointrodu
es an O(log P ) overhead, where P is the total num-ber of a
tive pipes. Idle pipes and queues (those with noba
klogged tra�
) normally 
ause only a memory overheadbe
ause they are managed using hash tables. Speaking ofmemory usage, one must remember that pa
kets 
onsumememory while they are stored into queues and pipes, andthe amount of storage is, in the worst 
ase, proportional tothe bandwidth · delay produ
t of ea
h pipe.
4. EXTENDING DUMMYNETDummynet is made of three pie
es of 
ode, 
losely re�e
t-ing di�erent fun
tionalities. One kernel module implementsa programmable pa
ket 
lassi�er, ipfw, in 
harge of sele
t-ing the tra�
 subje
t to emulation. Another kernel module,dummynet, is in 
harge of all a
tions that modify the timingof pa
kets as they traverse the system. A userspa
e pro-gram, /sbin/ipfw, implements the frontend of the systemand is used to read or modify the 
on�guration of both ker-nel 
omponents.This distin
tion of roles is very useful when it 
omes tode
ide where to add new features to the system.Note that all Dummynet 
omponents are written in a waythat supports smooth operation upon 
on�guration 
hanges.Modi�
ations to the parameters of a pipe take e�e
t start-ing from the next pa
ket that rea
hes the head of the queue.Even 
hanging the delay is pro
essed in a way to avoid re-ordering. It follows that users 
an liberally alter the 
on�g-uration of the system to reprodu
e 
ertain phenomena thatmay o

ur in a real network.
4.1 Dynamic reconfigurationThe simplest Dummynet extensions are related to featuresthat operate on relatively long times
ales (100's of millise
-onds or more), and do not need pre
ise information on thestatus of the emulator. They 
an be be 
onveniently im-plemented by periodi
ally invoking the 
on�guration 
om-5The emulation overhead, as in most network devi
es, ismostly per pa
ket and not per byte.



mands to alter the 
on�guration as desired. Examples in this
ategory in
lude the simulation of mobility, routing �aps,and related long term bandwidth variations. As mentioned,this is an approa
h that has been already used by some re-sear
hers [23℄.A non trivial example that 
an use this approa
h is asimplisti
 simulation of rate adaptation s
hemes [8, 18, 25℄for multirate wireless 
hannels. In this example, a masterpro
ess is in 
harge of modeling the radio 
hannel, taking asinput the SNR values over time. Using that, and periodi
allymonitoring the pipe's rate, the pro
ess 
an set the expe
tedloss rate a

ordingly (see Figure 6, left).The a
tual rate adaptation algorithm 
an be implementedas a se
ond pro
ess (Figure 6, right). Starting from an ini-tial state S, the pro
ess periodi
ally reads the pa
ket 
oun-ters asso
iated to the rules and pipes, determines how manypa
kets have been transmitted or dropped in the last inter-val, updates its state S, and possibly updates the pipe's ratea

ordingly.Channel Model Rate adaptation s
hemefor (;;) {usleep(10000);SNR = <next SNR value>;B = <read pipe rate>;L = loss(SNR, rate);<set drop prob. to L>} S = <initial state>B = <starting rate>for (;;) {pipe 3 
onfig bw Busleep(1000);X = <pass/drop 
ounters>;B = new_rate(B, X, &S);}Figure 6: The pro
esses to model a rate AdaptationS
heme. Left: the pro
ess modeling the 
hannel.Right: the pro
ess implementing the rate adapta-tion s
heme.It is important to note that while the re
on�guration istrivial, the di�
ulty in this approa
h is usually the mappingof the input data into parameters that 
an be inje
ted intothe emulator (in the above example, mapping SNR valuesat the re
eiver into pa
ket loss rates).
4.2 Adding classifier optionsDynami
 re
on�guration is not pra
ti
al when it must bedone too frequently (possibly on individual pa
ket arrivals),and/or needs information asso
iated to the individual pa
k-ets. In these 
ases, we 
an further di�erentiate between whatshould be implemented in the 
lassi�er and what belongs tothe dummynet part.In general, anything that does not depend on or modifythe internal status of pipes and queues should be imple-mented as part of the 
lassi�er. Su
h features in
lude e.g.sele
tive pa
ket dropping poli
ies, or even error inje
tion.It is parti
ularly 
onvenient to add features to the 
las-si�er, be
ause it has a very extensible stru
ture. Ea
h ruleis represented by a sequen
e of options, whi
h in turn havea �Type-Lenght-Value� (TLV) des
ription. Ea
h option ispro
essed by a per-type handler, whi
h is the only pie
e of
ode that needs to know about the stru
ture of the Value�eld.New 
lassi�er options 
an be added by de�ning a newTLV stru
ture to store the relevant information, and a han-dler that performs the required operation. The handler isinvoked during the evaluation of a rule that 
ontains theoption, and should return a boolean indi
ating whether the

pa
ket did or did not mat
h the spe
i�ed 
ondition. Nor-mally, options (and their asso
iated handlers) are 
ompletelystateless, but nothing prevents the handler from having sidee�e
ts su
h as storing state or altering the pa
kets. In fa
t,one su
h option (keep-state) already exists in ipfw, and isused to 
reate stateful �rewalls.As an example, one 
ould easily 
reate a modi�ed �
ondi-tional mat
h� option where the mat
h probability is a fun
-tion of the pa
ket length; or implement probabilisti
 pa
ket
orruption using the bit error rate as the input parameter.These options would be 
ompletely stateless and essentiallysimilar to the �probabilisti
 mat
h� shown in Se
tion 3.3.At another extreme in terms of implementation 
omplex-ity, one 
ould 
reate an option to generate deterministi
pa
ket drops on a per-�ow basis. This feature is some-times used to test or validate the behaviour of data re
overys
hemes su
h as SACK [19, 21℄. In this 
ase, the optionwould re
eive as input a spe
i�
 drop pattern, and a maskindi
ating how to aggregate �ows, similar to the one usedfor dynami
 pipes or queues. The 
ode 
an use the alreadyexisting me
hanisms to 
reate re
ords for new �ows, store inthose re
ords the ne
essary state information (whi
h 
ouldbe as simple as a 
ount of re
eived pa
kets) and then applythe drop pattern to the 
urrent �ow based on its state.Care must be taken with extensions that indu
e pa
ketmodi�
ations. Within the kernel, pa
kets are generallyrepresented by a stru
ture (mbufs [26℄ on FreeBSD andMa
 OS X; skbufs [12℄ on Linux) that 
ontains pa
kets'metadata and a pointer to a shared bu�er with the a
tualpa
ket data. Altering bits in the shared bu�er might a�e
tother re
ipients of the same data. In this 
ase, develop-ers should be 
areful about data sharing and make private
opies of the pa
ket data to be modi�ed.
4.3 Extending the emulation partAny extension that needs a

ess to queue or pipe state,needs to be implemented in the dummynet part of the sys-tem. The extension des
ribed in Se
tion 3.6.2 falls perfe
tlyin this 
ategory. New queueing poli
ies or s
heduling algo-rithms also need to be implemented there.In terms of implementation, these 
hanges normally re-quire to de�ne the following:

• a set of parameters that adequately des
ribe (in a formusable by the emulator) the features of the queues, ofthe link and of the algorithm used to sele
t the queueto serve (the �s
heduling algorithm� in Figure 4);
• a fun
tion to be run on pa
ket arrivals, to sele
t or
reate the proper queue to use and implement droppoli
ies;
• a fun
tion to be run when the 
hannel be
omes avail-able, to 
ompute the next queue to serve, the trans-mission time, the fate of the pa
ket at the head ofthe queue, and any possible alteration of the 
hannel'sstate.As usual we give a few examples of what 
an be done inthis part of the system. The e�e
ts of link level 
ompression
an be emulated by 
omputing the length of the 
ompressedpa
ket, and using that value in the evaluation of the pa
kettransmission time. As a slightly more 
omplex example, thesame approa
h des
ribed in Se
tion 3.6.1 
ould be used tomodel a network with slotted 
hannel a

ess. In this 
ase



the overheads would be 
omputed and not tabulated, andwould probably rely on the pa
ket length in addition to other
hannel parameters. Finally, we 
an add a new s
hedulingalgorithm, or emulate a multia

ess network as des
ribed inSe
tion 3.6.2. In this 
ase, most of the additional 
omplexity(both in terms of 
oding and in runtime 
osts) will be in thefun
tion implementing the s
heduling part.
5. CONCLUSIONS AND FUTURE WORKWe have presented the 
urrent features of the Dummynetemulator, 
omparing it with other similar systems, andshowing how its features 
an be used to model a numberof useful network settings.Dummynet has been originally developed on FreeBSD,and as su
h it is also available in Ma
 OS X. Re
ently wehave 
ompleted a port to various Linux versions, in
ludingOpenWRT. A Windows port is also in the works.The use of within Emulab, and its up
oming in
lusion inPlanetLab, will make it very important that the features ofthe emulator stay in tou
h with 
urrent network te
hnolo-gies. To this purpose, we have provided detailed indi
ationson how the emulator 
an be extended, and what is the mostproper pla
e to do the work depending on the feature to beadded.
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